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1 Abstract 
 
This document provides the requirement specifications to which the physical and logical level 
backbone network interconnections must comply in order to provide an IP interconnect system 
between the AO and TLN IP networks carrying traffic in the data, control and OAM plane, supporting 
all services of the TLN WRO. It also specifies routing policies on AO AS numbers, geographical traffic 
routing aspects and redundancy and fail-over considerations. 
 
This document has a corresponding certification document with reference: TLN-WRO-TA-B-C-PAAD 
which is used to test AO WO equipment compliance against this specification. 
 
 
The feasibility of the technical designs and methods described in this document are subject to 
verification by a Proof of Concept (POC) test organized by Telenet and may be changed or 
updated depending on the outcome of this POC. 
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2 Glossary and Abbreviations 
 
ACK: Acknowledge Packet 
API: Application Programming Interface 
AS: Autonomous System 
BB: Broadband 
BGP: Border Gateway Protocol 
BSS: Billing Support Systems 
BW: Bandwidth 
CE: Conformité Européenne (European Conformity) 
CM: Cable modem 
CMTS: Cable Modem Termination System 
CoC: Code of Conduct 
CPE: Customer Premises Equipment 
DB: Database 
DHCP: Dynamic Host Configuration Protocol 
DOCSIS: Data over Cable Service Interface Specification 
DS: Downstream 
EC: European Committee 
EEA: European Economic Area 
EN: European Standards 
GRE: Generic Routing Encapsulation 
GTC: GRE Tunnel Concentrator 
HFC: Hybrid Fiber Coax 
HW: Hardware 
ID: Identifier 
IEC: International Engineering Consortium 
IP: Internet Protocol 
IETF : Internet Engineering Task Force 
L2GRE: Layer 2 GRE Tunnel 
LAG: Link Aggregation Group 
LACP: Link Aggregation Control Protocol 
LED: Light Emitting Diode 
MAC: Media Access Control 
MIB: Management Information Base 
MUX: Multiplex 
NCP: Network Control Platform 
NE: Network Element 
NIU: Network Interface Unit 
OAM: Operations and Maintenance 
OSS: Operation Support Systems 
PEP : Policy Enforcement Point 
RIZ: Regional Interconnect Zones 
RoHS: Restriction of Hazardous Substances Directive 
RPOI: Regional point of interconnection 
RFC: Request for Comment 
SID: System Identifier 
SNMP: Single Network Management Protocol 
SO: Switching Offices 
TFTP: Trivial File Transfer Protocol 
US: Upstream 
WEEE: Waste Electrical and Electronic Equipment Directive 
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3 AO IP Interconnect Solution Functional Description 
 
 

(1) This section describes the physical and logical backbone network interconnections on a 
functional level to which the solution must comply in order to provide an IP interconnect 
system between the AO and TLN IP networks carrying traffic in the data, control and OAM 
plane, supporting all services of the TLN WRO. It also specifies routing policies on AO AS 
numbers, geographical traffic routing aspects and redundancy and fail-over considerations. 
 

(2) Further it also discusses traffic management policies on the interconnect links as well as 
handling regional aspects of AO end-user IP address allocation techniques.  
 

 

4 AO IP Interconnect Solution Functional Requirements 
 

4.1 General Architecture 
 

 

 
Figure 4-1 

 
(3) As shown in figure 4.1, AO CPE Traffic is carried through a L2GRE tunnel which is terminated 

on a GRE Tunnel Concentrator (GTC). The GTC then routes traffic towards the correct AO 
interconnect link. The eBGP routing protocol is used to exchange routing information on the 
physical interconnect link in minimum one of the 5 RPOIs’.  All the traffic from 5 RPOIs will 
be like in the document TLN-WRO-T-T-PAAF. Traffic originating from the AO domain, and 
with as destination an end-user of the AO, will be offered by the AO Interconnect router 
towards the Telenet Interconnect router in the correct RPOI based on this VLAN 
information. The correct RPOI corresponds to the geographical location of the end-user. The 
GTC will then “GRE encapsulate” the data and deliver it via the correct tunnel towards the 
AO end-user. 
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(4) The “AO-Data link” is used to carry AO CPE’s US/DS data and control plane traffic. The “AO-
Mgmt-link”, which will be realized as an IP-VPN or IPSec type connection is used to carry 
management type of traffic like CDR file transfers, configuration file uploads, etc. between 
AO and TLN.  
 

 

4.2 Regional Interconnect Zones 
 

(5) There are 5 Regional Interconnect Zones (RIZ) which correspond to the location of the 5 TLN 
switching Offices (SO). Those RIZ are identified by a list of HE which together constitutes a 
RIZ. Each HE serves a number of communities that are identified by postal zip codes. 
 

4.2.1 Regional Interconnect Zones General Requirements 
 

(6) Telenet operates in 5 Regional Interconnect Zones (RIZ) and can provide services to the end 
users in each zone. An AO must have interconnection in each of the five RPOI´s. 

 
 

4.2.2 Regional Interconnect Zones Geographical View 
 

(7) An approximate Geographical coverage is view for the 5 TLN RIZ can be seen in below 
figure.  

 
Figure 4-2 
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(8) Also the physical Locations for 5 the RPOI can be seen in below figure. 
 

 
Figure 4-3 

 

4.2.3 Regional Interconnect Zones List of Head-Ends 
 

(9) The lists of Head-Ends for each of the five Regional Interconnect Zones (ASSE, GENT, HASS, 
HOBO and ROES) are as shown below. 
 
 

 
Figure 4-4 
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(10) Postal zip codes of communities belonging to the service area for each Head-End are shown 

below. 
 

 
Figure 4-5 

 

 
Figure 4-6 
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Figure 4-7 

 

4.2.4 Regional Interconnect Zones Traffic Routing Rules 
 

(11)  The AO end-user modem (or STB) will only work in a region where the AO has already an 
implemented and tested connection in the RPOI of that region. An AO must implement 
interconnection in each of the five RIZ´s. AO modems (or STB´s) will be unable to get 
service, if they are moved in another region then where they were initially installed. In case 
of a permanent move for AO end-user Modem (or STB), the CM (or STB) needs to be re-
registered in the TLN NCP for the new specific region. In no case a modem (or STB) will get 
services in a region where the AO is not interconnected. 
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4.3 AO Interconnect Links 

4.3.1 AO Interconnect Links General Requirements 
 

(12) Telenet delivers all aggregated BB traffic of AO end-users towards AO via TLN to AO 
interconnect link, distributed over 5 RPOI´s based on geographic origin of traffic. 

 

4.3.2 AO Interconnect Links Physical Connections 
 

(13)  AO to TLN interconnectivity is established in minimum 1 of the 5 regional POI´s (AO-RPOI) 
which are physically based in the Telenet switching office locations (Asse, Hoboken, Gent, 
Roeselare, Hasselt).  Telenet offers 1Gbps, multiple 1Gbps or 10 Gbps link connections. If 
the link between AO and TLN is multiple 1 Gbps Link, LAG support is required with LACP.   
 

(14) This link will have BB traffic which is aggregated for all RPOI traffics carried by VLANs. 
There will be a restriction for the aggregated bandwidth of logical RPOI links which is 1 
Gbps. If these links exceed 1 Gbps, more physical RPOI connections will be added. 

 
(15) The AO must order “standard lines” from the TLN carrier division portfolio in order to 

realize the required physical link for the interconnect link to pick-up its traffic in minimum 
one of the 5 RPOI. These lines will be optical leased lines of the (x) WDM type with above 
specified bandwidth options. 

 
 

4.3.3 AO Interconnect Links Traffic Routing 
 

(16)  AO BB Traffic will be routed towards the AO backbone through TLN to AO interconnect link. 
The eBGP routing protocol will be used on the interconnect link to exchange routes between 
TLN and AO. 

 
(17)  Even if the destination of traffic is in the TLN network, the traffic will always be routed to 

the AO network primarily and it will be, the responsibility of the AO network to route it 
back to destination which is in TLN network in this case. 
 
 

4.3.4 AO Interconnect Links Redundancy 
 

(18) Telenet offers link redundancy, based on redundant interface cards for AO interconnections 
to ensure that networks continue to function in the presence of single points of link failure. 
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4.4 AO IP Range/Address Space 
 

4.4.1 AO IP Range/Address Space General Requirements 
 

(19) Telenet does not offer IP address ranges for AO end-users. The AO has to provide sufficient 
IP address ranges for each of 5 RPOIs and has to own an AS by itself. TLN need to be 
informed about IP address ranges for each specific region.   

 

4.4.2 AO IP Pool Management 
 

(20) TLN participates in IP pool management and IP address assignment services for AO end-
users. The effective dynamic IP address assignment to individual AO end-users customers is 
the responsibility of the AO NCP.  The AO uses its own IP address range for each of 5 RPOIs 
and Telenet configures IP-ranges (containing sufficient IP addresses and communicated 
upfront by the AO to Telenet and subject to appropriate change management as described 
in the relevant procedures in the TLN WRO) in the appropriate NE on a per RPOI basis. The 
AO needs to assign “dynamic” IP addresses to its individual end-users that are selected via a 
dynamic algorithm (e.g. round robin) from the AO IP ranges configured for a particular RPOI. 
The address “lease-time” needs to be of limited duration (maximum 24H). In addition the 
“lease-time” should not be lower than 30 minutes to avoid excessive network overhead. The 
AO dynamic IP address selection algorithm should be in at least 95% of the cases, select a 
different address for two consecutive leases of the same modem. 
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4.5 GRE Tunnel Concentrator (GTC) 
 

4.5.1 GTC General Requirements 
 

(21) The GRE Tunnel Concentrator (GTC) terminates AO end-user traffic which is tunneled via 
GRE encapsulation through the TLN access network. GRE defines a protocol encapsulation of 
an arbitrary protocol over another arbitrary network layer. 

 
(22) The tunnel end points for AO`s are enforced by TLN (NCP) implemented via the modem 

configuration file. 
 

4.5.2 GTC Functions and Protocols 
(23) The GRE Tunnel Concentrator functions as a bidirectional tunnel endpoint.  It can receive IP 

data packets, encapsulate them, route them into the correct tunnel, and send them to the 
other end of the tunnel where they are de-capsulated and sent to their final destination; or 
it can receive encapsulated packets, de-capsulate them, and send them to the AO network. 
  

(24)  The GRE protocol is specified in IETF RFC-2784. 
 

4.5.3 GTC Accounting 
(25)  Telenet provides CDR type info about traffic usage of AO end-users for billing purpose. 

Implementing specific volume limits for individual end-users is the responsibility of AO. 
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4.6 AO Data and Management Links 
 

4.6.1 AO Data Link 
 

(26)  The “AO Data Link” Interface between AO and TLN is used to carry all the traffic originated 
from / destined to AO end-users. 
 

4.6.2 AO Management Link 
 

(27) This interface is used for management purposes applications between AO and TLN. Since the 
link carries sensitive traffic, it is secured by using IP-VPN or IPsec type connections.    
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4.7 AO Traffic Management 
 

4.7.1 AO Traffic Management General Description 
 

(28) In order to guarantee a fair use of the available bandwidth in the network among all end-
users Telenet performs traffic management to ensure that also in peak load situations end-
users will have a good broadband service experience. 

 
 

4.7.2 AO Traffic Management General Architecture 
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Figure 4-8 

 
(29) Telenet will apply bandwidth management to both AO and TLN end-users equally. 

Bandwidth limitations are applicable on two levels:  HFC node level and aggregation level. 
   

(30) HFC node level restrictions are implemented on the PEP. PEP is the logical entity or place in 
the TLN network that enforces policies for admission and bandwidth control. Practically it is 
implemented in different network elements. This type of traffic management is performed 
to avoid congestion and depends on the specific broadband product tier. 
 

(31) Besides HFC node level traffic management, also aggregation level restrictions are 
applicable. For traffic related to AO end-users this aggregation level based traffic 
management will be performed on the interconnection links between the AO and TLN 
Networks.  
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4.8 Restrictions 
   

(32) The broadband interconnection service explicitly excluded below listed services that belong 
to the AO domain as the ROBB service offered by Telenet is restricted to the delivery / pick-
up of the traffic from/ to the interconnect links at the RPOI : 

• Value added services like (but not limited to) : E-mail, Web space hosting, Virus 
scan, Personal firewalling, TLN Hot-spot access, TLN Home-spot access,  Network 
based backup 

• My Telenet type subscription management functionality 
• Telemeter service 
• Re-direction towards landing page, offering  volume block up-sell or choice for 

continue in narrowband services 
• AO end-user e-mail notification services on network events (e.g. high usage, …)  

 
 

4.9 Operational Procedures  
(33) Telenet will execute from time to time operational changes on the IP interconnect 

infrastructure. An AO making use of the TLN WRO part should be prepared at all time to 
adapt its infrastructure, devices and systems, as well as its operational procedures to 
handle those changes. In addition it is strongly recommended by TLN that AO will take this 
into account in the design of its solution, so that impact of future changes will be limited. 
Below a non exhaustive list is given, showing some examples of operational changes that 
TLN  has executed in the past and which will be repeated likely in the future :  
 
- Creation of new RIZ, or re-organisation of existing ones 
- Updates and changes to the routing protocols and routing policies 
- Updates and changes to the traffic management 
- Updated and changes to the IP address allocation and sub-netting requirements 

 


